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ABSTRACT— Automatic fingerprint identification system includes person identification process based on
fingerprint which is in digital form. Fingerprint identification system consists of acquiring fingerprint module,
classification module, and the matching module, which it performs a comparison between the unknown input
fingerprint and the others stored in the fingerprint database and related to the class labeled by the classification
module. In this paper, extended are used in fingerprint analyzing process for extracting local features. In extraction
local features, extended moments gave best results than when using centralized invariant moments with order 3. for

decision making in identification, K_NN classifier used in this work.
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1. INTRODUCTION

One major application of pattern recognition systems is the person identification. With the exponential growth in
technology and business carried worldwide, it is becoming crucial to build automated systems that identify people.
Personal identification, which refers to identifying an individual based on his or her physiological or behavioral
characteristics, has the capability to reliably distinguish between an authorized person and an impostor. The person
identification which based on fingerprint is the technology that uses image processing and pattern recognition. The need
for personal authentication increases in the current world in all fields of technology where many people are turning to
biometric authentication as an alternative to traditional identification techniques [16][10]. Traditional knowledge-based
identification, (Password or Personal Identification Number (PIN)), and token-based, (identity smart card), are exposed
to imposture because PINs may be forgotten or guessed and the tokens may be lost or stolen. The process of
automatically associating an identity with an individual by means of some personal characteristic is called biometric
recognition. Among all the biometrics (face, fingerprint hand geometry, iris, signature, voice, etc.) [7][24], fingerprint
based authentication is one of the most proven techniques. Fingerprint is used in the identification of individuals because
of the well-known fact that each person has a unique fingerprint, and it is not changed during the people's life [9][19].

A fingerprint is the pattern of ridges and valleys on the surface of the finger. The uniqueness of fingerprints can be
determined by the overall patterns of ridges and valleys, as well as the local ridge anomalies (ridge bifurcation or ridge
ending) [10]. There are two main features in the fingerprint image. The first type is the overall ridge flow information
which is defined by the pattern of the ridges and valleys in the fingerprint. This type of information describes the global
pattern of the fingerprint and can be utilized for the classification of the fingerprint database into classes at the global
pattern level. The second type of information is represented by many local points of discontinuities in the ridges and
valleys, which are usually referred to as minutiae. Fingerprints are unique in their information content in that the
combination of the local and global information forms a topological minutiae map represented by the minutiae, their
relative relationships, and their relationship to points of global singularities of the pattern classes [8][4].

2. RELATED WORKS

In June 1998, Wahab, Chin, and Tan used minutiae extraction method for extracting ridge ending and
bifurcation based on computing crossing number value. In matching stage, the structural model of the local features was
used, for each extracted feature; a neighborhood of some specified radius about the centre feature was defined. NeXT,
five nearest features to the central feature within the radius were selected as the neighborhood features for matching. The
concept of matching by correlation was used in two stages; local features used in first stage and global features used in
second stage [25]. In 2001, Simon, Garcia, Llanas, and Rodriguez proposed a method for minutiae extraction which used
improving alternatives for the image enhancement process in order to introduce a complete minutiae extraction for
automatic fingerprint recognition systems. At first, image normalization and orientation field were calculated. A spatial
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low-pass filter was applied to the estimated oriented field to correctly realign all the segments, this filter mask was 5x5
pixels. Then converting an image to a binary and applying thinning process in order to reduce the width of the ridges to a
single pixel to simplify the subsequent structural analysis of the image for the minutiae extraction. For evaluating
reliability, Goodness Index (Gl) of the extracted minutiae was used; a high value of Gl indicates a high reliability degree
of the extraction process [22]. In 2004, Afsar, Arif, and Hussain introduced research that was presented the
implementation of a minutiae based approach to fingerprint identification and verification. This technique was based on
the extraction of true minutiae (location coordinates and orientation) by using three level-filtering processes in order to
filter false minutiae. The minutiae type was not used during the matching process. A minutia matching was carried out
firstly by registering the minutiae sets followed by spatial and orientation-based distance computation. IN order to
enhance the performance of matching algorithm, fingerprint classification for indexing during fingerprint matching was
used, it is based on extraction of the singular points, and then, performing a rule-based classification [2]. In 2005, Al-
Kharaz presented a method for fingerprints recognition by using quantitative measures associated with oriented texture,
as features. This schema combines both global and local information of a fingerprint. It yields a relatively short, fixed
length code (called Finger Code) which is suitable for matching as well as storage on a smart card). Gabor filter banks
with eight directions, (0, 22.5, 45, 67.5, 90, 112.5, 135, 157.5), were used for this purpose, to capture useful information.
In matching phase, the Euclidean distance between the Finger Codes, was used [3]. In May 2010, Thai and Tam
proposed a fingerprint-matching approach, which was based on standardized fingerprint model to synthesize fingerprint
from original templates in order to improve matching score. From these templates of finger in the database, choosing one
as mean image and use Genetic Algorithms to find the transformation among them. Then, these transformations are used
to synthesize fingerprint (add ridge lines and minutiae from original template to mean fingerprint). Finally, performing
matching between mean fingerprint and other templates in database [23]. In this paper, extended moment invariant
technique used for recognition process, and K_NN classifier used for making the decision of fingerprint identification.

3. BIOMAETRICS
Biometric, which refers to identification based on physical or behavioral characteristics, is more reliable and
more capable than traditional knowledge-based and token-based techniques. It is the most secure and convenient
identification tool because it can't be borrowed, stolen, or forgotten. Common physical biometrics include: fingerprint,
hand or palm geometry, retina, iris, and facial characteristics. Behavioral characters include: signature, voice, and gait
[20][18]. Figure (1) shows biometrics types.
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Figure 1: Types of Biometrics.

Fingerprint is one of the biometrics which can be systematically used to make personal identifications. A
fingerprint pattern is described by the epidermis ridges and valleys, that it does not change and is relatively easy to
capture. In this paper, such biometric (i.e. fingerprint) is dependent. Fingerprints are considered unique for each person,
i.e., there are no two persons with identical fingerprints, even if the two persons are twins. Another advantage is that
fingerprints are unalterable since the fetus is formed until the death [19]. A behavioral or physiological characteristic is a
biometric if it holds the following properties [16][19]:

* Universality: 1t can be found in all people except hand cut people.
* Uniqueness: It is unique from person to person.
 Permanence: It does not change over the time, during the live unless the hand cut.
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* Collectability: It is possible to capture it quantitatively.
* Performance: The biometric allows distinguishing the persons with high degree of accuracy.
* Acceptability: The biometric must be accepted by the users.

* Circumvention: The violability degree of the system must be very low.

3.1. Identification and Verification

A biometric system is essentially a pattern recognition system that acquires biometric data from an individual, extracts a
salient feature set from the data, compares this feature set against the feature set(s) stored in the database, and executes an
action based on the result of the comparison. Therefore, a generic biometric system can be viewed as having four main
modules: a sensor module, a feature extraction module, a matching module, and a database module [9]. One of the most
important and often overlooked processes of any biometric system is the enrollment or registration process. This is where
the biometric feature is captured and coupled with other personal information. It is crucial to make sure that the person
who is going to be enrolled/registered, is the person he claims to be. Once the biometric feature is coupled with other
personal information, the identity is now accessed via this biometric feature [17][10].

A biometric system can be operated in one of two modes: verification mode or identification mode. In the verification
mode, a biometric system either accepts or rejects a user’s claimed identity. The biometric comparison will attempt to
match the individual's biometric data to that of the stored information being claimed against. This is referred to as a one-
to-one matching. The result from this matching is a simply yes or no: Yes, which means that the individual's claim is
verified, or no, which means that the claim cannot be verified. If the claim cannot be verified, no more results are
provided to further narrow down the claim. A biometric system operating in the identification mode establishes the
identity of the user without a claimed identity. A biometric comparison attempts to match an individual's biometric data
against all the biometric data on file. This is what is referred to as one-to-many matching [17], as shown in Figure 2.
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Figure (2): Block Diagrams of (a) Enrollment, (b) Verification and (c) Identification tasks.

3.2. Fingerprint Analysis
Fingerprint is the pattern of ridges and valleys on the surface of a fingertip used for personal identification, as
shown in Figure 3. There are two main types of features in fingerprints [11][12]:
- global ridge and furrow structures which form a special pattern in the central region of the fingerprints.
- minutiae details associated with local ridges and furrows.
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A fingerprint is typically classified, based on the first type of features only, and identified, based on the second type of
features. The minutiae-based representation is the most popular representation of fingerprints.
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Figure 3: Ridges and Valleys on a Fingerprint Image.

The fingerprint minutiae ridge ending and ridge bifurcation are shown in more detail in Figure 4, a ridge ending
occurs when a ridgeline comes to an end, and no ridge ending with the same orientation is adjacent to it. A ridge
bifurcation occurs when a ridgeline comes to a branch point, that is, where it splits into two ridgelines. A ridge
bifurcation can be viewed as a valley ending. Similarly, a ridge ending can be viewed as a valley bifurcation. These
minutiae have a pattern that is unique for each fingerprint [12][14].
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Figure 4: Ridge Ending and Ridge Bifurcation.

Minutiae Feature Extraction (consists mainly of three stages: orientation field estimation, ridge extraction, and
minutiae extraction ) finds the ridge endings and ridge bifurcations from the input fingerprint images. It is imperfect and
introduces measurement errors, and the automatic extraction of representations based on an explicit detection of complete
ridge structures in the fingerprint is difficult [6]. The smooth flow pattern of ridges and valleys in a fingerprint can be
viewed as an oriented texture field, whereas the image intensity surface in fingerprint images is comprised of ridges
whose directions vary continuously, and it constitutes an oriented texture [17]. Therefore, fingerprints can be
represented/matched by using quantitative measures associated with the flow pattern (oriented texture) as features.

4. MOMENT INVARIANT

One of the most important object recognition methods is the moment method which was introduced by Hu.
Moments are actually often associated more with statistical pattern recognition, and they are examples of derived
features. This method is used to identify object from 2D image, these moments are descriptors. The operations such as
rotation, translation, scaling, and reflection may exist in images; these are also called transformations, that cause changes
for each order of image moments. The solutions were introduced to keep the moments constant or invariants, which are
called moment invariants [5][15]. The idea behind moment invariants is to use region-based geometric moments.
Moment invariants are image statistics that are independent of transformation. They are uniquely determined by an image
and, conversely, uniquely determine the image (modulus rotation, translation, and scale). These properties of moment
invariants facilitate pattern recognition in the visual field that is independent of size, position, and orientation. The two-
dimensional moment is actually associated with an order that starts from low (where the lowest is zero) up to higher
orders. The moments invariants are derived from the definitions of moments, centralized moments, and normalized
central moments. These statistics are defined as follows [13][21]:
Let f be a two dimensional continuous function, The moment of order (p,q) of f is defined as:

[ [x? " rxomaxay forp g=0.1.2.... @

For discrete image with size N*M, equation 3.20 is usually approximated by:

.
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The zero-order moment, m0O , represents the total mass of a function f. The central moments [1] are expressed as:
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If f(x, y) is a digital image, then equation 3 becomes:
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The point ( x., yc ) is the center of the region or object, which is called the image centroid. The centralized moments of
order up to 3 are:
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However, centralized moments are only translation invariant. In order to accrue invariance to scale [15], we require
normalized central moments, hpq , which defined as:

Ay
. _Prq . = .
Where & ="—=x1 For p+q =2. P

From the second-order and third-order moments, a set of seven transformation invariant moments can be derived [1], as
follows:
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This set of normalized central moments is independent of translation, rotation, and scale changes in an image. The first of
these, f1 and f2 , are second-order moments, those for which p + g = 2. Those remaining are third-order moments, since p
+q=3.
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5. PROPOSED SYSTEM

The block diagram of the proposed system of fingerprint classification and identification is shown in figure 5.

- 1MAge ANALYsis
Fingerprint Image :> Fingerprint Image Local Features
Acquisition preprocessing Extraction

Feature Vector For
Fingerprint Identificatio

Personal <: K-Nearest
Identification Neighbor

Figure 5: The Block Diagram of the Proposed System.

This block diagram states all the steps of the practical stages that are required for designing the proposed system. Its
essential parts are:

1- Personal fingerprint images database.

2- Fingerprint characteristics files.

3- Enrollment module.

4- ldentification module.

5.1 Fingerprint Image Acquisition

Obtained fingerprint can either be inked or live scan, if it is inked, a scanned image is obtained by blotting ink
on the fingertip and making an inked print on a paper, and then scanning this paper to become in digital form. This
scheme usually produces images with very poor quality because of the non-uniform ink distribution. In live scan
fingerprint image acquisition, optical fingerprint scanners such as URU4000, Cross Match Verifire300, etc. are used. In
this paper, a database of fingerprint images which were obtained using Cross Match Verifier300 optical scanner with
resolution 500 dpi, which is suitable to extract necessary information.

5.2 Fingerprint Image Preprocessing

Fingerprint images which are captured by the scanner, contain two regions, the ROI (region of interest) and the
background. The ROI is the contacted area of scanner side with a fingerprint skin while the remaining area is called
background. The ROI involves necessary information for fingerprint recognition, while the background does not have
any benefit data. Therefore, in order to study the fingerprint image, ROI (foreground) will be separated from the image
background. This preprocessing stage can be defined as cropping, which will be happened by performing required steps
to specify the fingerprint area from the scanned image. To perform cropping correctly, the reference point (core point)
might be detected, and then a region centered in detected reference point is cropped. The cropped region contains
sufficient information to represent the fingerprint. The algorithm of cropping is:

Algorithm (1) : Image Preprocessing.

Input: Fingerprint Image (foreground and background).

Output: Region of Interest (ROI).

Begin

Stepl: Select required size of ROI, said w.

Step2: Determine the position of reference point.

Step3: Crop ROI with w x w square shape from the entire fingerprint image.
Step4: Store the cropped ROI, and use it as input to the proposed system.
End

Asian Online Journals (www.ajouronline.com) 83




Asian Journal of Computer and Information Systems (ISSN: 2321 — 5658)
Volume 01— Issue 03, October 2013

Figure 6 shows the cropping process, where the scanned fingerprint image in (a), and the cropped image that has been
studied in (b).

Figure 6: Cropping Process. (a) Scanned Image. (b) ROI of Fingerprint.

5.3 Local Features Extraction

Local features are extracted using central moments invariant that are invariant to transformations. In this paper,
central invariant moments up to order 4, where 12 central moments are used in features extraction to recognize the
fingerprint image (7 features and 5 extended features). The following algorithm indicates computation of each
general moment.

Algorithm (2) - General Momenr Calculation.

Tnput: I array of image data, p_ g .

Outpur: General moment of order (p+g) - m o,

Begin
Stepl : Set - to Zero.

Step? - For each row of I #i

Step3 : For each column of 7. wy.

Stepd:  m,, = m,, + (T Chi, wj)* (hi™ p)*(wj~q))

Using this algorithm, the general moments that are computed are
T P g o T80 0 T0Ey g TG Tl Pz PRl g TR 50 Iy TMlg o Py P 5 TRy 1 TR

The normalized geometrical central moments up to the order 4, seven moment invariants (¢1- ¢7) and five extended
moments ($8 - $12). After computing extended central moments, they are normalized and a set of five extended
transformation invariant moments can be derived, as follows:

@, = Mao + 12+ N =
O, =Oho —10)® +4m -1y (9.2)
'?ﬁ'-_u =(n, —6n, +n,) +16(n,,—n.)> (9.3)
@, = o~ +10,,) (i —Ts)” +407;—735)°]
F1E My — M)+ (T +10) @5 —Ths) (9.4)
@D, = o~ +10.) [Chio—7704)” +40:1 —7h)"]
— 1674 —700s) + (751 +703)T050 =150 e (9.5)

The following algorithm presents how each central moment will be computed.
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Algorithm (3) - Central Moment Compuration.

Input: ImagematrixI.p.g. x_.V,, Mo, -

Output: Central Moment : cm ,, -
Begin
Stepl @ Set om pg 10 ZETO.
Step2 : For each row of I hi.
Step3 : For each column of I, wy.
Stepd:  cm,, = om, + (T (hiwy)* ((hi —x, ) p)* (Wi — 3. )" )

End

5.4 K-NN Classifier

K-Nearest Neighbor is a nonparametric supervised recognition method which examines the k nearest samples
from the training set and classifies the test sample by using a voting scheme. Where the distance between features vector
of test image and every record in moments database is calculated, then k value will be selected, and according to this,
chosen k of the nearest prototypes to a test vector, and making voting to determine to which person a test image belongs.

5.5 Personal Identification

The final stage of the identification process requires decision making whether a test fingerprint image should be
recognized successfully or not. If it is recognized, this means that it belongs to one person of enrollment phase (the
individual who has this test image is identified).

6. EXPERMENTAL RESULTS
Enrollment Module In enrollment module, the samples' images are enrolled by the system, the 12 central invariant
moments are extracted and stored in moment file. Table (1) tabulates the results of central moments of some individuals.
Algorithm (3) : K-NN Classifier.

Input: Moments database file, Vector of test image features.

Output: Person ID that is regarded to a test image.

Begin

Stepl: Open moment's database.

Step2: For each record in moments file

Step2-1: Compute the distance between that features record and features vector of a test image.
Step2-2: Store computed distance in a data structure, let's call it Distances File.

Step3: Sort the Distances File according to the distance value.

Step4: Input the value of k parameter.

Step5: Select first k samples (they are with minimum distance to a test image) from distances file.
Step6: Count the number of occurrence each person in selected k samples.

Step7: Choose the person who has the larger occurrence number.

Step8: Return ID of the person who is selected in step7, this ID will be considered as the ID of his/her person of a test
image.

End

Asian Online Journals (www.ajouronline.com) 85




Asian Journal of Computer and Information Systems (ISSN: 2321 — 5658)
Volume 01— Issue 03, October 2013
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O R 12 Central Invariant Moments Vector
1D Na.
Ql Q2 Q3 Q4 Q3 Q6 Q7 Qs Qv Qlo Qll Q12
T | 87500 | 58835 | 18504 | 5.0/10 | 5.159093E- | -BU17/32E-17 | B.057/94E- | 43008 | 24700 | 22514 | 23600945 | -L300094E
85E04 | 63E-10 | 15E-12 | 25E-12 14 24 J0E-04 | 40E-15 | S6E-13 07 07
1o | Rght [T3 [ §5050 | 2016 | D2980 | 26330 | A J04588E- | 4 BO0GI0IE17 | 1 194811E- | 43741 | 73486 | 20700 | 1583817E- | -1383817E
G4ED4 | 24E10 | T6E-13 | 0%E12 24 24 48E-04 | 23E-17 | 44E-13 07 07
3 | 83857 | 5.0903 | 55413 | 15342 | 108ICME | LH05081E17 | 9.1298/2E | 4.1162 | 25090 | 19116 | 2205164E- | 2205164E
22E4M | 30E-LD | 27E-L3 | 96E-12 24 5 OBEM | 56E-15 | 24E-13 07 07
1 85763 | 7.052 10330 | 8.1271 1490343 -TDERTIE -7 296008 43008 | 13238 | 180023 -34903828 3 40038E
35E-04 | 20E-12 | 21E-12 | 48E-13 25 E-1% E-25 TOE-04 | 48E-17 | 99E-13 E-08 E-08
11 | Bkt [T 3 [E5I50 | 27200 | 53020 | 12072 | -1.702606 1923472 7535675 | 45133 | 14078 | 21656 | -1594187 554157
95E-04 | 15E-10 | S1E-13 | 25E-13 E-1d E-1% E-26 OBE-D4 | 78E-16 | 24E-13 E-07 E-07
3 8.5336 | 59138 | 53777 | 4.1875 3333549 -3.137538 -1586534 42365 | 1.1428 | 183%1 L3B2%83 -1.5829%5
45E-D4 | 34E-11 | 40E-13 | S0E-13 E-17 E-1% E-25 TIE-D4 | 22E-16 | S4E-13 E-07 E-O7

Identification Module

In the identification phase, each new image will be recognized to whom person it is, in fingerprint recognition operation,
the major step, which impacts on system accuracy, is matching between enrolled images and test image, for this purpose,
the K-NN algorithm is used. From the classified test images central moments are derived and taken as input to the K-NN
algorithm, the values of k which are used in testing phase are 3, 5, 7, the best results of identification system performance
is obtained when k=3. Figure (7) shows results of central moments and decision making of identification process

of certain image.

Table (2) shows the results of identification process of testing images with k=3, where the following

terms that are used in the Table referred to:

MDM: Matching Decision Making.
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1. ID-Voting: Resulted person ID that has larger majority among k-nearest persons to the test image.

B ANGERPRINT DENTIRCATION =R A )

CENTRALZED CENTRAL |
MOMENTS Edt
a1 Q2 03 a4 05 (v
‘ SI01519770515E B PBHEGI4TI4EE 1 ZHTI0SRSRIE 1415497790002 4 F52IMZGI G 400700 2R5723
a7 Qg 5] D10 an 012
16921 ETBAETTE 44480061 BTE2EE 2521561 2870401 2RI IVONN01TIE 8 6415EETTRS3E 4 6415EITDRA 04

THE INPUT IMAGE BELONG TO PERSON 7 =
TEST WHO HAS ID * Flesam rgnul Vabom OF £ Nenghboes oK ‘
Cancel |

STAGE TWO : FINGERPRINT RECOGNITION
BASED ON E_NN

Figure7: Example of Identification Process.

Table 2: Some of matching results of identification of the system

Person ID Test Identification Stage Using Centralized Moment
| Image No. ID-Voting MDM
1 Person 1 Successful Match
2 Person 1 Successful Match
1 3 Person 1 Successful Match
4 Person 1 Successful Match
| 5 Person 1 Successful Match
1 Person 2 Successful Match
2 Person 2 Successful Match
2 3 Person 2 Successful Match
4 Person 2 Successful Match
5 Person 2 Successful Match
1 Person 3 Successful Match
7 Fault Match
3 3 Person 3 Successful Match
4 || e Fault Match
5 Person 3 Successful Match
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" PersonID | Test Identification Stage Using Centralized Moment
Image No. ID-Voting MDM
1 Person 4 Successful Match
2 Person 4 Successful Match
4 3 Person 4 Successful Match
4 Person 4 Successful Match
5 Person 4 Successful Maich
| N I e —— Fault Match
2 Person 5 Successful Match
5 3 Person 5 Successful Match
4 Person 5 Successful Match
5 Person 5 Successful Match
1 Person 6 Successful Match
2 Person 6 Successful Match
6 - 2 —— Fault Match
4 Person 6 Successful Match
5 | Person 6 Successful Match

To evaluate classification and identification system, accuracy is defined as:
Accuracy =Number of both successful classification and identification* 100% / Total number of test images

7. CONCLUSIONS
From this work for fingerprint identification system, the following conclusions are deduced according to the test results.
1- Centralized invariant moments is good method for local features extraction, specially extended five moments Q8-Q12
(in addition to first seven moments), whereas the accuracy of fingerprint identification (recognition) system when
extending invariant moments is better than with no extension, it is 87.6%.
2- Using K-Nearest Neighbor algorithm in recognition phase gave good results in spite of its simplicity, but there is no
scheme to determine appropriate value of k, it works depending on experiment concept for k value selecting, in spite of
this, it achieves good accuracy of identification.
3- The selected value of k affects the system accuracy. In this paper, the best results of the identification were obtained
when k=3.
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